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/var/run/named.pid, 99
$GENERATE directive, 155
$INCLUDE directive, 28, 65, 154
$ORIGIN directive, 153, 154
$TTL directive, 152, 154, 176
53 (port), 16, 32, 43, 54,73, 101, 112,
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953 (port), 18, 23, 84

A record, 69, 147, 153

A6, 111

A6 record, 68, 69, 148, 180
AA, 2

AAAA record, 68, 69, 147
acache, 128

acache-cleaning-interval option, 129
acache-enable options, 129
access control, 77, 109

allow-query, 80
Access Control Lists, 83, 157
ACL, 83, 157
acl statement, 83
additional section cache, see acache
additional-from-auth option, 105
additional-from-cache option, 105, 129
address match list, 77, 83

any, 83

localhost, 83, 110

localnets, 83, 110

none, 83
address prefix list record, 148
AFS database servers record, 148
AFSDB record, 148
algorithm, 62
alias record, 148

allow-notify option, 109
allow-query access control, 80
allow-query option, 110
allow-query-cache option, 110
allow-query-cache-on option, 110
allow-query-on option, 110
allow-recursion option, 110
allow-recursion-on option, 111
allow-transfer option, 111
allow-update option, 63, 111, 144, 169
allow-update-forwarding option, 111
allow-v6-synthesis option, 111
also-notify option, 113, 140
alt-transfer-source option, 115
alt-transfer-source-v6 option, 116
any (address match list), 83

APL record, 148

asterisk, 84

auth-nxdomain option, 102
authentic data (AD) bit, 44
authoritative, 102, 138

authoritative answer, 2

authoritative name server, 2
authoritative name server record, 148
authoritative-only server, 80
avoid-v4-udp-ports option, 116
avoid-v6-udp-ports option, 116
AXFR, 57

BADKEY, 63

BADSIG, 64

BADTIME, 64

bandwidth, 106

base-64, 62

binary format zone file, 156
binary label, 68, 111

BIND, 173
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BIND 4, 75, 115, 121, 131, 138, 173- CNAME record, 148

176, 178 comments, 78

BIND 8, 10, 17, 61, 66, 75, 85, 87, 98, Computer Systems Research Group,
102-105, 108, 114-117, 127, 173
131, 138, 142, 156, 174, 175 configuration file, 15, 75

BIND 9, 174 control channels, 84

bitstring, 68, 180
blackhole option, 111
bogus networks, 157
bogus option (server), 130
built-in zones, 124

cache file, 17
cache-file option, 17, 98
caching, 4

negative answers, 122

positive answers, 122
caching server, 4
caching-only name server, 80, 189
canonical name record, 148
carriage return, 105
category (logging), 90
CERT record, 148
certificate record, 148
channel statement (logging), 87
channels, 87
CHAOS, see Chaosnet
Chaosnet, 124, 139, 149
character set, 178
check-integrity option, 107
check-mx option, 107
check-mx-cname option, 108
check-names option, 107, 140, 179
check-sibling option, 108
check-srv-cname option, 108
check-wildcard option, 107
checking disabled (CD) bit, 45
Checking Disabled (CD) flag, 92
chroot, 16, 73, 168
chrooted environment, 168
class (zone), 139
cleaning-interval option, 118
client TCP connections, 118
clients-per-query option, 123
CNAME

multiple, 104
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controls statement, 22, 23, 84
inet, 84
unix, 84
core dump, 117
coresize option, 117
cross compiling, 9
cryptographic authentication, 65
CSRG, 173
cyclic, 129

DARPA, 173
database (zone), 141
database drivers, 141
database dump, 99
datasize option, 117
deallocate-on-exit option, 102
Debian Linux, 12
debug, 90
debug level, 15, 88
debugging, 21
debugging level, 19
default root servers, 139
default_debug (logging), 90
delegation, 3
delegation path, 45
delegation-only (zone type), 139
delegation-only (zone), 141
delegation-only logging, 92
denial of service (DoS) attacks, 157
denial of service attacks, 158, 167
diagnostic tools, 41
dialup option, 102
Diffie-Hellman key, 64, 98
dig
examples, 48
dig command, 41
digital certificate record, 148
directive
$GENERATE, 155
$INCLUDE, 28, 65, 154
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$ORIGIN, 153, 154
$TTL, 152, 154, 176
directory option, 98
disable-algorithms option, 101
disable-empty-zone option, 127
DLV, 36
DLV record, 101
DNAME record, 148
DNS, 1
DNS protocol, 2
DNSKEY record, 148
DNSSEC, 5, 10, 65, 106
dnssec logging, 92
DNSSEC security roots, 132
DNSSEC signature data, 149

dnssec-accept-expired option, 107

DNSSEC-bis, 65

dnssec-enable option, 106
dnssec-keygen, 33, 35
dnssec-keygen command, 61, 65
dnssec-lookaside option, 101
dnssec-makekeyset., 25

dnssec-must-be-secure option, 102

dnssec-signkey, 25
dnssec-signzone, 35, 38
dnssec-signzone command, 66
dnssec-validation option, 107
DNSSEChbis signature data, 149
DNSSSEC ok (DO) flag, 92
dollar sign, 177

domain, 1, 2

Domain Name System, 1
domain names, 1

DS record, 148

DS records, 36

dual-stack servers, 109
dual-stack-servers option, 109
dump, 56

dump caches, 19

dump-file option, 99

dynamic DNS, 29

dynamic DNS updates, 111
dynamic update, 19, 55, 61, 169
dynamic updates, 144

EDNS flag, 92
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edns option (server), 131
EDNS UDP buffer size, 123
EDNS UDP message size, 123
edns-disabled logging, 92
edns-udp-size option, 123, 131
EDNSO, 47, 178

empty zones, 125, 126
empty-contact option, 127
empty-server option, 126
empty-zones-enable option, 127
errors, 175

exclamation mark, 77

fake-iquery option, 103
fetch-glue option, 103

file logging destination, 87
files option, 117

firewall, 4, 80, 167, 168

flush-zones-on-shutdown option, 103

FORMERR, 63, 92

forward (zone type), 139
forward option, 109, 141
forwarder, 4

forwarders option, 71, 109, 142
forwarding, 4

forwarding queries, 108

frozen dynamic zone, 21

full zone transfer, see AXFR

global options, 97

global position record, 148
glue, 180

glue resource records, 103
GPOS record, 148

GPS, 148

GSS-TSIG, 144
GSS-TSIG protocol, 98

hardware, 5

has-old-clients option, 103
heartbeat-interval option, 102, 1
Hesiod, 149

hesiod class, 139

HINFO record, 148

hint (zone type), 139, 160

hint zone, 21, 139
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history, 173

host command, 49

host info record, 148
host-statistics option, 103
host-statistics-max option, 117
hostname option, 124

idle timeout, 114

IDN, 48, 51

in-addr.arpa, 152

include statement, 85

incremental zone transfer, see IXFR

inet control channel, 84

interface-interval option, 118

interfaces, 111

internal cache, 128

internal name servers, 6

internationalized domain name, see

IDN

Internet class, 139

Internet Drafts, 187

Internet Systems Consortium, 171, 174

inverse mapping, 152

ip6.arpa, 68, 180

ip6.int, 68, 180

IPv6, 10, 15, 68, 69, 75, 180
reverse lookups, 68

IQUERY, 103

ISC, 171

ISDN record, 148

IXFR, 21, 56

ixfr-base (zone), 142

ixfr-from-differences option, 106

ixfr-tmp-file zone option, 142

Jeeves, 173

jitter, 37

journal, 56
journal (zone), 142
journal file, 19, 55

Kerberos 5, 98

key exchanger record, 148
KEY record, 148

key statement, 23, 86
key-directory option, 98
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keys
generating, 65
keys option (server), 131
KSK, 38
KSK flag, 108
KX record, 148

lame server, 92, 122
lame-ttl option, 122
lightweight resolver (Iwres), 71, 72, 93
line breaks, 177
Linux, 16
listen-on Iwres option, 93
listen-on option, 111
listen-on-v6 option, 112
load balancing, 153
LOC record, 148
localhost (address match list), 83, 110
localnets (address match list), 83, 110
log
size, 88
versions, 87
logging, 73, 166
logging queries, 107
logging statement, 87, 176
channel, 87
logging to stderr, 16
Iwres statement, 93
listen-on, 93
ndots, 93
search, 93
view, 93
Iwresd command, 71, 72

mail exchange record, 148
maintain-ixfr-base option, 103
many-answers, see transfer-format op-
tion
master, 152
master (zone type), 138
master file, 3, 26, 123, 153, 156, 161,
177
errors, 175
master zones, multiple, 106
masterfile-format option, 123
masters statement (zone), 93
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match-clients (view), 133
match-destinations (view), 133
match-mapped-addresses option, 106
match-recursive-only (view), 133
max-acache-size option, 5, 129
max-cache-size option, 5, 118
max-cache-ttl option, 122
max-clients-per-query option, 123
max-ixfr-log-size option, 117
max-journal-size option, 117
max-ncache-ttl option, 122
max-refresh-time option, 123
max-retry-time option, 123
max-transfer-idle-in option, 114
max-transfer-idle-out option, 114
max-transfer-time-in option, 114
max-transfer-time-out option, 114
max-udp-size option, 123, 131
MD record, 180

memory, 5

memory leaks, 102

memory usage, 16

memory usage statistics, 16, 73
memstatistics-file option, 99

MF record, 180

Microsoft Windows, 7, 115
min-refresh-time option, 123
min-retry-time option, 123
min-roots option, 122
minimal-responses option, 103
mmencode command, 62
Mockapetris, Paul, 173
multi-master option, 106
Multicast, 68

multiple classes, 176

multiple CPUs, 16, 73
multiple-cnames option, 104
MX record, 148, 151, 180

name authority pointer record, 148

name server, 2

name space, 1, 66, 93, 125, 148-150

named command, 15, 180

named-checkconf command, 25

named-checkzone command, 26, 107,
108
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named-compilezone command, 26, 29
named-xfer option, 98
NAPTR record, 148
ndc, 85, 179
ndots, 50
ndots Iwres option, 93
negated element, 77, 78
negative answers, 104
negative response, 108
network interface list, 118
network service access point record,
148

nibble, 69
nibble label, 68, 111
no-such-domain (NXDOMAIN), 152
NOERROR, 127
non-ASCII domain names, 48, 51
none (address match list), 83
NOTAUTH, 64
NOTIFY messages, 19, 55
notify messages, 176
notify option, 104
notify-delay option, 124
notify-source option, 116, 132
notify-source-v6 option, 116, 132
NS record, 3, 148
NSAP record, 148
NSEC, 35, 145
NSEC record, 148
nslookup command, 51

interactive, 52
nsupdate command, 29, 32, 61, 179
null logging destination, 87
NXDOMAIN, 92, 102, 125, 128, 152
NXT record, 149

one-answer, see transfer-format option

OpenSSL, 10

operating systems, 7

options
acache-cleaning-interval, 129
acache-enable, 129
additional-from-auth, 105
additional-from-cache, 105, 129
allow-notify, 109
allow-query, 110



Index

allow-query-cache, 110
allow-query-cache-on, 110
allow-query-on, 110
allow-recursion, 110
allow-recursion-on, 111
allow-transfer, 111

allow-update, 63, 111, 144, 169

allow-update-forwarding, 111
allow-v6-synthesis, 111
also-notify, 113, 140
alt-transfer-source, 115
alt-transfer-source-v6, 116
auth-nxdomain, 102
avoid-v4-udp-ports, 116
avoid-v6-udp-ports, 116
blackhole, 111

cache-file, 17, 98
check-integrity, 107
check-mx, 107
check-mx-cname, 108
check-names, 107, 140, 179
check-sibling, 108
check-srv-cname, 108
check-wildcard, 107
cleaning-interval, 118
clients-per-query, 123
coresize, 117

datasize, 117
deallocate-on-exit, 102
dialup, 102

directory, 98
disable-algorithms, 101
disable-empty-zone, 127
dnssec-accept-expired, 107
dnssec-enable, 106
dnssec-lookaside, 101
dnssec-must-be-secure, 102
dnssec-validation, 107
dual-stack-servers, 109
dump-file, 99
edns-udp-size, 123, 131
empty-contact, 127
empty-server, 126
empty-zones-enable, 127
fake-iquery, 103
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fetch-glue, 103

files, 117
flush-zones-on-shutdown, 103
forward, 109, 141
forwarders, 71, 109, 142
has-old-clients, 103
heartbeat-interval, 102, 118
host-statistics, 103
host-statistics-max, 117
hostname, 124
interface-interval, 118
ixfr-from-differences, 106
key-directory, 98

lame-ttl, 122

listen-on, 111

listen-on-v6, 112
maintain-ixfr-base, 103
masterfile-format, 123
match-mapped-addresses, 106
max-acache-size, 5, 129
max-cache-size, 5, 118
max-cache-ttl, 122
max-clients-per-query, 123
max-ixfr-log-size, 117
max-journal-size, 117
max-ncache-ttl, 122
max-refresh-time, 123
max-retry-time, 123
max-transfer-idle-in, 114
max-transfer-idle-out, 114
max-transfer-time-in, 114
max-transfer-time-out, 114
max-udp-size, 123, 131
memstatistics-file, 99
min-refresh-time, 123
min-retry-time, 123
min-roots, 122
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multi-master, 106
multiple-cnames, 104
named-xfer, 98

notify, 104

notify-delay, 124
notify-source, 116, 132
notify-source-v6, 116, 132
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pid-file, 99 use-queryport-pool, 113
port, 101 version, 124
preferred-glue, 101 zero-no-soa-ttl, 108
provide-ixfr, 130 zero-no-soa-ttl-cache, 108
query-source, 132, 167 zone-statistics, 104, 143
query-source-v6, 132 options statement, 97, 133
querylog, 107 origin, 37
queryport-pool-ports, 113
queryport-pool-updateinterval, 113 packet loss, 92
random-device, 101 pid-file option, 99
recursing-file, 99 port, 16, 43, 54,73, 84, 111, 138, 140
random, 76

recursion, 104
recursive-clients, 118 port (IW.YCS), 73
request-ixfr, 131 port option, 101 .
rfc2308-typel, 104 preferred-glue option, 101
root-delegation-only, 101 primary, 3

rrset-order, 121, 129, 153 pr?mary master, 3 .
serial-queries, 114 print-category (logging), 89

serial-query-rate, 114 pr%nt-s‘everity (lqgging), 89
server-id, 125 print-time (logging), 89
sig-validity-interval, 122 privileged, 74

sortlist, 120, 147 prot(.)col,. 147 .
stacksize. 117 provide-ixfr option, 130

statistics-file, 99 PTtirecord, 1491,4 1252
statistics-interval, 119 pubkey (zone),

stats-server, 10, 99 PX record, 149
stats—gerver—v6, 100 query IDs, 104
tcp-clients, 118
tcp-listen-queue, 118
tkey-dhkey, 98

tkey-domain, 98
tkey-gssapi-credential, 98
topology, 119

transfer-format, 114, 131, 175
transfer-source, 115

query logging, 20, 107

query other name servers, 113
query port pools, 113
query-source option, 132, 167
query-source-v6 option, 132
querylog, 92

querylog option, 107
queryport, 113

transfer-source-vo, 115 queryport-pool-ports option, 113
transfers-in, 115 queryport-pool-updateinterval option,
transfers-out, 115 113

transfers-per-ns, 115 quotes, 177

treat-cr-as-space, 105

try-tcp-refresh, 108 random-device option, 101
update-check-ksk, 108 raw format zone file, 156
use-alt-transfer-source, 116 RDATA, 147, 150

use-id-pool, 104 record ordering, 121

use-ixfr, 105 recursing-file option, 99
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recursion, 4, 110
recursion desired (RD) bit, 45, 50
Recursion Desired (RD) flag, 92
recursion option, 104
recursive lookups, 3

maximum, 118
recursive name server, 3
recursive queries, 110, 111
recursive-clients option, 118
Red Hat Linux, 11
red-black-tree database, 141
refresh queries, 176
relative domain name, 93
reload configuration, 17, 20
remote name daemon control, see rndc

command

removing expired resource records, 118
request-ixfr option, 131
resolv.conf, 60
resolver, 1, 3
resource data, 147
resource limits, 117
resource record, 2, 150

classes, 149

glue, 103

type, 147
resource records set (RRset)., 119
reverse lookups, 43
reverse mapping, 80
reverse name resolution, 152
reverse name space, 125, 149
RFC, 183-186
RFC 1034, 173
RFC 1035, 173
RFC 1918, 57
RFC 920, 173
rfc2308-typel option, 104
rndc, 179
rndc command, 17, 21, 84
rndc-confgen command, 21, 23
rndc.conf, 21, 22

rndc.key, 21

root, 2, 21, 42, 66, 101, 106, 122, 125,
126, 139, 160

root node, 1
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root-delegation-only option, 101

round-robin, 121

RP record, 149

RPM, 11

RR, see resource record

RRset, 30

rrset-order statement option, 121, 129,
153

RRSIG, 35

RRSIG record, 149

RT record, 149

search Iwres option, 93

search path elements, 93

secondary, 3

security, 166, 169

semicolon, 79

serial numbers, 152, 177

serial-queries option, 114

serial-query-rate option, 114

server statement, 130
bogus, 130
edns, 131
edns-udp-size, 123, 131
keys, 131
max-udp-size, 123, 131
notify-source, 132
notify-source-v6, 132
provide-ixfr, 130
query-source, 132, 167
query-source-v6, 132
request-ixfr, 131
transfer-format, 114, 131
transfer-source, 115
transfer-source-vo, 115
transfers, 131

server-id option, 125

setuid, 16, 74, 169

severity (logging), 88

shared secret, 61

sibling glue, 108

SIG record, 149

SIG(0), 64, 144

sig-validity-interval option, 122

SIGHUP, 17

SIGINT, 17
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signals, 17

signing a zone, 66
SIGTERM, 17, 103
size (logging), 88
slave, 3, 152

slave (zone type), 138
slave servers, 3

SOA record, 149, 152

sortlist statement option, 120, 147

source, 8
split DNS, 57
spoofing, 157
SRV record, 149
stacksize option, 117
start of a zone of authority, 149
statement
acl, 83
controls, 22, 23, 84
include, 85
key, 23, 86
logging, 87, 176
Iwres, 93
masters, 93
options, 97
rrset-order, 121, 129, 153
sortlist, 120, 147
topology, 119
statistics, 20, 119
statistics dump, 127
statistics file, 127
statistics-file option, 99
statistics-interval option, 119
stats-server option, 10, 99
stats-server-v6 option, 100
stealth secondary zone, 163
stealth server, 3
stopping the server, 17, 19, 21
stub (zone type), 138
stub resolvers, 3
stub zones, 181
subdomain, 1, 2
syslog, 89
syslog logging destination, 88

tcp-clients option, 118
tcp-listen-queue option, 118
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text record, 149

threads, 16, 73

time-to-live, 4, 147, 152, 154
TKEY, 64, 144

TKEY exchange, 98

tkey-dhkey option, 98
tkey-domain option, 98
tkey-gssapi-credential option, 98
TLD, 101

top level, 3

top level domain, 1, see TLD
topology option statement, 119
Transaction Signatures, see TSIG
transaction signatures, 169
transfer-format option, 114, 131, 175
transfer-source option, 115
transfer-source-v6 option, 115
transfers option (server), 131
transfers-in option, 115
transfers-out option, 115
transfers-per-ns option, 115
treat-cr-as-space option, 105
trusted-keys statement, 132
try-tcp-refresh option, 108
TSIG, 61, 144, 169

TSIG errors, 63

TTL, 4, 147, 150, 152, 154
TXT record, 149, 177

type (zone), 138

UDP message buffer size, 47

umask, 181

Unicast, 68
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unix controls channel, 84

UNIX domain socket, 84, 179

update-check-ksk option, 108

update-policy (zone), 144

upwards referral, 106

use-alt-transfer-source option, 116

use-id-pool option, 104

use-ixfr option, 105

use-queryport-pool option, 113

version option, 124
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versions (logging), 87

view lwres statement, 93

view statement, 133
match-clients, 133
match-destinations, 133
match-recursive-only, 133

Vixie, Paul, 173, 174, 183, 185, 186

well known network services record,
149
wildcard record, 58
wildcards
non-terminal, 28, 107
Windows, Microsoft, 7, 115
WKS record, 149

X.25, 149
X.400, 149
X25 record, 149

zero-no-soa-ttl option, 108
zero-no-soa-ttl-cache option, 108
zone, 1,2
frozen, 19
reload, 20
zone file, 3
binary format, 156
formats, 156
raw format, 156
zone integrity checks, 27, 107
zone maintenance tasks, 118
zone statement, 134
allow-notify, 109
allow-query, 110
allow-query-on, 110
allow-transfer, 111
allow-update, 111, 144, 169
allow-update-forwarding, 111
also-notify, 113, 140
alt-transfer-source, 115
alt-transfer-source-v6, 116
check-integrity, 107
check-mx, 107
check-mx-cname, 108
check-names, 140
check-sibling, 108

check-srv-cname, 108
check-wildcard, 107
database, 141
delegation-only, 141
dialup, 102
file, 138
forward, 141
forwarders, 142
ixfr-base, 142
ixfr-from-differences, 106
ixfr-tmp-file, 142
journal, 142
key-directory, 98
maintain-ixfr-base, 103
masterfile-format, 123
masters, 93
max-ixfr-log-size, 117
max-journal-size, 117
max-refresh-time, 123
max-retry-time, 123
max-transfer-idle-in, 114
max-transfer-idle-out, 114
max-transfer-time-in, 114
max-transfer-time-out, 114
min-refresh-time, 123
min-retry-time, 123
multi-master, 106
notify, 104
notify-delay, 124
notify-source, 132
notify-source-v6, 132
pubkey, 142
sig-validity-interval, 122
transfer-source, 115
transfer-source-v6, 115
try-tcp-refresh, 108
type, 138
update-check-ksk, 108
update-policy, 144
use-alt-transfer-source, 116
zero-no-soa-ttl, 108
zone-statistics, 143

zone transfer methods, 131

zone transfers, 3
full, 57
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maximum, 115

non-incremental, 106

options, 113
zone-statistics option, 104, 143
zones, built-in, 124
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